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 Denial of Service

— Removal of Link
Attack!

* Deception

— Interception and
Modification of a Link

@ Inputs
@ Outputs
@ Hidden States
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Attack Models

 Denial of Service

* Deception

Removal of Link
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Attack!

Interception and
Modification of a Link

Both models involve a distributed
system where an enemy does bad

Underlying Perspective:

things on a link.
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e Denial of Service e Destabilization Attack
— Removal of Link — Attack a Single Link
* Deception — Destabilize Entire System

e Link Failure
* Malicious Attack

— Interception and
Modification of a Link
* Vulnerability

— Sensitivity of stability to

Underlying Perspective: link pertu rbations
Both models involve a distributed
system where an enemy does bad — Depends on Structure
things on a link.

1/16/2014 DLM%] 7

Information & Decision Algorithms Laboratories



» Introduction

Defi n iti O n Of Preliminaries: Systems and Structure

Vulnerability in Open-Loop Systems

4 H Vulnerability in Closed-Loop Systems
Vulnerability o

 Define e: (attacker) effort

— smallest signal attacker can
place on a particular link to
destabilize system. Attack! (Perturbation of size e)

. e 1
* Link Vulnerability: >
— More effort to
destabilize—~>less vulnerable

— Less effort to
destabilize> more vulnerable

e System Vulnerability:
— Max vulnerability over all

. @ Inputs
links @ Outputs
* System Representation ® Hidden States

defines notion of “link”
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e System structure is represented by a graph
— Shows flow of information

* One system can be represented by many
structures

— We will discuss three (State Space
Representations, Transfer Functions, and
Dynamical Structure Functions)
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* Inputs, outputs, and internal states

—1 0 -1 1 0 0
x=|-2 -3 0 |x+[0 1 olu
0 -2 -3 0 0 1

1 0 O
y=1|0 1 0|x
0O 0 1

The “internal wiring” of the
system.
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f I Vulnerability in Open-Loop Systems
Tra n S e r F u n Ct I O n S Vulnerability in Closed-Loop Systems

Conclusions

* |nput-output behavior
e “Black Box”

(s +3)2 2 —(s+3)
sz —2(s+3) (s+1(s+3) 2
4 —2(s+1)  (s+1)(s+3) The “design” of the system

doesn’t worry about
implementation, only its input-
output behavior

f(s) =s3+7s% +15s + 13.
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Dynamical Structure

Functions (DSFs)

e Factorization of the
Transfer Function

GT (I — Q)_l

0
s+1
1
P=| 0
s+ 3
0

0

0
1

s + 3

Q=

0

0o 1]

s+1
0 0
s+1

v

v

»
»
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An implementation of a

system.
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P ro b I e m FO rm u I at | O n Vulnerability in Closed-Loop Systems

Conclusions

* English: Given a system design, design its
structured implementation to minimize
system vulnerability

— Fact: Links in P don’t matter

 Math: Given a fixed TF G, Choose DSF Q (with
P = (I — Q)G) such that the system
vulnerability is minimized:

1 — oo: Size of matrix element (i, j)
min|(/ - Q) M-

with largest norm

Generally, this is a hard problem to
solve (non-convex)
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CO N d |ti0 NS Of Vu I Nera bi I ity > Vulnerability in Open-Loop Systems

Vulnerability in Closed-Loop Systems
Conclusions

* Theorem 1: Alink is vulnerable if and only if it is part of a cycle.

* Theorem 2: It is always possible to implement a completely secure open-
loop system.

Same system
Different Implementation
Different Vulnerabilities

q21

}'
O
Vulnerable Architecture One Secure Architecture
Q has internal feedback Q = 0 (No Blue Links)
P=(U-Q) P=(-0)G=G
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 Sometimes, feedback is
necessary

* Given system G, design
second system K so that

— G and K are connected in K
feedback

— The combined system I
behaves well

e Qur Goal

— Decide best structure, or I
implementation, of K to e
minimize vulnerability Jo 8
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C I Ose d = LOO p Preliminaries: Systems and Structure

Vulnerability in Open-Loop Systems

P ro b I e m FO rm u Iat | O n » Vulnerability in Closed-Loop Systems

Conclusions

* English: Given two systems in feedback, design
the structure of one to minimize the
vulnerability of the combined system.

 Math: Given fixed TFs ¢ and K, design
structure (P, Q) of K such that the system
vulnerability is minimized.

EE——
min G(gl_ 15(;(;)—1 -
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Res u It 1 : Deco u p I i ng Of Preliminaries: Systems and Structure

Vulnerability in Open-Loop Systems
» Vulnerability in Closed-Loop Systems

Vulnerability ey

e Theorem 3:
Vulnerabilities on links
in one system do not ' G
depend on the
structure of the other u y
system.

— Only on other system’s
“black box” behavior

— Does depend on its own
structure
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ReSUIt 2: We Can Fight Preliminaries: Systems and Structure

Vulnerability in Open-Loop Systems

. . . » Vulnerability in Closed-Loop Systems
Fire with Fire Conclusions

 We know that cycles create vulnerability

 When feedback is necessary, it is possible to
use cycles within systems to reduce the
vulnerability of the combined system

 There may be a “universal structure” of Q that
uses cycles to minimize vulnerability,
independent of G and K.
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7))
|‘l\)

p—

7))
I‘r—\

p—

e let G =

B
B

W
|
—
W
|
—

1 —3s—4 —2s-—1
(s+1)(s+3)l—2s —1 —3s—4

e Llet K =
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Example 1: Fight Fire

with Fire

Empty Q A Q with Internal Feedback

- 0=0,P=K. . [ 32]
¢ ’ Q= s+1132
* Max Vulnerability = 2.27 - P=
1 [ —-3s2+57s+28 —2s%+93s+ 127
f&) =252 4935+ 127 —3s?>+57s+28
f(s) =(s+1D*(s+3)
v(Py;) = 1.85 v(Py;)=1.85
u(Pyy) = 085 v(Pyy) = 085
v(Py;) = 1.05 v(Pyy) = 1.05
v(Py;) = 0.87 v(P,,) = 0.87
”(fllzg) = v(fl;:}) B
w no v n oy
v(Qs) = v(@n) =
v(Pyy) =2.27 119 v(Py;) = 0.07 1.19
v(Py,) = 1.11 v(Pyy) = 0.09
v(Pyy) = 0.54 v(P;,) = 0.09
v(Py) = 0.68 v(Pyy) = 0.07
Max Vulnerability = 2.27 Max Vulnerability = 1.85

1/16/2014
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Example 2: A Word of

Caution

Empty Q
e 0=0,P=K.
* Max Vulnerability = 2.27

v(Py;) = 1.85
v(Py;) = 0.85
v(Py;) = 1.05
v(Py) = 0.87
U(@u) =
1.19
L1 - 'y 'y
Uy U, Y1 Y2
- w - 1
1"(621) =
v(Pyy) =2.27 119
v(Py,) = 111
v(Py) = 0.54
w(Py3) = 0.68

Max Vulnerability = 2.27

1/16/2014
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A Q with Internal Feedback

* q

e P

S+2 L

—3

—17
0
— 27

s+21—2 —3
v(P1) =185
v(fy;) =085
v(Py) = 1.05
v(P,,) = 0.87
v(Qy2) = v(Q2) =
1.41 1.19
- L r Y A
Uq Uy V1 Y2
w - 1 ]
v(Qz1) = U(ézl) =
1.52 v(Pyy) = 2.70 1.19
v(Pyy) = 1.57
v(Pyy) = 1.57
v(Pyp) = 1.18

Max Vulnerability = 2.70
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The High-Gain Heuristic

(Universal Structure)

We don’t yet know how to choose Q to minimize the
vulnerability of the combined system.

— But we have a good idea

e Let

Q:

n

p(s)

)

n

n

0

n

n -

p(s)
n
p(S)

0

In all of our tests, when n € R grows large:

— The vulnerabilities on the links in P approach O
1

rows(Q)

— The vulnerabilities on the links in Q approach

Internal stability may be an issue
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EXa m p I e 3 : H igh G a i n Preliminaries: Systems and Structure

Vulnerability in Open-Loop Systems

. . » Vulnerability in Closed-Loop Systems
Heuristic Conclusions

10000
T 0= Elmooo |
p— 1 1g(s) h(S) .
f(s)Lh(s) g(s) o
f(s)=(s+1)?%(s+3) ST
g(s) = —3s5% 4+ 199935 + 9996 o(Fr) =0
h(s) = —2s% + 29997s + 39999 o o
- Ll 0 10000 1= L] e |
“ihooo o @ o
~ g(s S 1t 1 i
P f(s) [h(s) g(s). KE o) = 0 H0n)=
f(S) = (S + 1)2(8 + 3) v(Pyy) = 0
g(s) = 25> —10000s + 9998 0(P,1) = 0
h(s) = s? —20002s + 19999 b(P,y) = 0
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Lesson: Can use cycles to minimize vulnerability

caused by feedback
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» Conclusions

* |s there a universal structure?

* |f there is a universal structure, is it the high-
gain heuristic?

* |f not, how do we design Q to minimize
vulnerability?

 What other characteristics of systems should
we explore (maintainability, adaptability,
cost)?
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De rivat i O n Of a DS F Vulnerability in Open-Loop Systems
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* Consider a state-space LTl system * Solving for X we get

[z’l] A Ap [21] + B, X = (sI —Ap) Ay Y + (sI — A3) 7 'ByU,
22 B A21 /TZZZ Z2 Ez ¢ Wh'Ch yleldS
y=1[¢ G112, sY =WY +VU
2 [Zz] W = Ay + A (sI — Ay) H Ay
where [Cl CZ] has full row rank. V =Ay,(sI —Ay,) B, + B,
* The system can be transformedto « Let D be a diagonal matrix with
BC’] = [ﬁti ﬁ;i] ]+ [gﬂu the diagonal entries of W. Then
[ ol [y] (sI—D)Y =W —D)Y +VU.
Y xl’ Therefore,
where y are the states that are Y = QY +PU
measured. where
 Taking the Laplace transform, we get g = (5; —g)j‘(/w —D)
lSY] _[A11 A1z [Y] + B, U =(sI=D)
sxl 7 4,y Anllx B, * It can be checked that

G=(-0Q)P=C(sl—A)B.
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Vu I n e ra bi I ity Of Li n kS i n Preliminaries: Systems and Structure

» Vulnerability in Open-Loop Systems

a DS F Vulnerability in Closed-Loop Systems

Conclusions

e Givena DSF (P,Q)and H = (I — Q)7 1, the
vulnerability of a link (i,7) in Q is

v(qij) = ||hyill,,
* The vulnerability of the system is

V = (ﬁ?é‘g (U(Qij)) — thiul_oo

1/16/2014 rﬂ LaAs]
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P rO Of Of Th eo re m 1 Vulnerability in Open-Loop Systems

Vulnerability in Closed-Loop Systems
Conclusions

* A system with a stable
additive transformation

on the link from node i to u__ y
j can be represented as T(S)
the linear fractional —_—

transformation shown to
the right in Figure 1.1

T isthe associated
closed-loop transfer
function A(S)

* w; and w; represent
signals at nodes i and j

Figure 1.1
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P rO Of Of Th eo re m 1 Vulnerability in Open-Loop Systems

Vulnerability in Closed-Loop Systems
Conclusions

* LetT;; be the closed-

loop transfer function
fromjtoi

b —@— Tij(s)— ™

* Then the system
represented in figure
1.1. is stable if and only
if the system W, A(s) —o—ud
represented by the
figure 1.2 to the right is Figure 1.2
stable
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* Assume T;(s) = 0

* Then the system in Figure 1.2 is comprised
only of the feed-forward term A(s) and is
stable for all stable perturbations A(s).

* Hence the link from i to j is not vulnerable.
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*  AssumeT;;(s) # 0

d: W
* Then the system in Figure 1.2 is unstable if any of the transfer functions ld]l - [W]] are unstable.
i l

*  We have

1

d:

«  LetTy(s) = z"—g and A(s) = (;"—Eg (each being polynomials in s)
d d

e Then

e = ta(s)84(s) trn ()8, (s) 5n(5)] [djl
g tq(s)8a(s) — tn(5)8, () |ta(s)84(s) S4(s)]Ld;

*  According to the Routh-Hurwitz Stability Criterion, t;(s)84(s) — t,(s)8,,(s) is stable if all
coefficients are of the same sign.

* Aproperly designed A can zero out at least one of these terms; hence the Routh-Hurwitz Stability
Criterion fails.

* Therefore there exists a stable A on the link from i to j that destabilizes the system and the link is
vulnerable.
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f f h Vulnerability in Open-Loop Systems
P rOO O T eo re m 2 Vulnerability in Closed-Loop Systems

Conclusions

* |tis sufficienttolet Q(s) = 0 and P(s) =
G(s).

* Alllinks are in P(s), and by design, no link in
P(s) isin a cycle; therefore by Theorem 1, all
links are completely secure.
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. . e 1-0 —~]AB_IO
ThemverseofH|sdef|nedsuchthat[_P 1 —ollc D]_[O I]'

— (1-0Q)B—PD = 0,therefore B= (I — ()" PD = GD

— (I —Q)C—PA=0,thereforeC=(—-Q) 'PA=KA

-~ (I-0)A - Pc= (I1-(Q)A — PKA =1, therefore A= (I — § — PK) "
— (I-Q)D —PB=(U-Q)D —PGD =1, therefore D = (I — Q — PG)?!
(1-0-PK)"" GU—-Q-PG)

K(1-G—-PK)"" (I—-Q—-PG)!

«  Note that all links in the controller are represented in the bottom rows of . Since the

vulnerability any link (i, j) in the combined system are defined by the h,, norm of entry (j, )

-1
inH = (I — Q) , the vulnerability of the links in the controller are contained entirely in the

equations in the right column of H given above and are expressed only in terms of P, Q, and
G.

* Therefore, the vulnerability of the links in the controller are independent of the structure
(P, Q)of the links in the plant.

* Note that similarly, the vulnerability of the links in the plant are independent of the structure
(P, Q) of the links in the controller.
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Vulnerability in Closed-Loop Systems
Conclusions

 The problem formulation of both
open-loop and closed-loop systems
involve

min||X|[1_s,

where X is a matrix of rational Maximum Gain
functions of form @.
q(s)
* The infinity norm computes the
maximum gain seen by each entry of
X (see figure to the right)
— Corresponds to the size minimum signal
required to destabilize the system.

 The one norm chooses the largest of
the computed infinity norms. Frequency w [rad/sec]

* Therefore the one-infinity norm
computes the vulnerability of the
system, which we wish to minimize
by choosing a good Q.

Gain |G(iw)|
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